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DETAILED ACTION 

1. The instant application having Application No. 10/566681 filed on February 1, 
2006 is presented for examination by the examiner. 

Oath/Declaration 

2. The applicant's oath/declaration has been reviewed by the examiner and is found 
to conform to the requirements prescribed in 37 C.F.R. 1 .63. 

Priority 

3. As required by M.P.E.P. 201.14(c), acknowledgement is made of applicant's 
claim for priority based on applications filed on December 15, 2003. 

4. Receipt is acknowledged of papers submitted under 35 U.S.C. 1 1 9(a)-(d), which 
papers have been placed of record in the file. 

Information Disclosure Statement 

5. As required by M.P.E.P. 609, the applicant's submissions of the Information 
Disclosure Statement dated February 1 , 2006 is acknowledged by the examiner and the 
cited references have been considered in the examination of the claims now pending. 

Drawings 

6. Figures 12 and 13 should be designated by a legend such as -Prior Art- 
because only that which is old is illustrated. As referenced in the specification (page 2, 
lines 1 3-1 4 and page 3, lines 1 5-1 6) the figures only disclose conventional methods and 
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they are identical to figures in the prior art cited in the specification (as recited above). 
See MPEP § 608.02(g). Corrected drawings in compliance with 37 CFR 1 .121(d) are 
required in reply to the Office action to avoid abandonment of the application. The 
replacement sheet(s) should be labeled "Replacement Sheet" in the page header (as 
per 37 CFR 1 .84(c)) so as not to obstruct any portion of the drawing figures. If the 
changes are not accepted by the examiner, the applicant will be notified and informed of 
any required corrective action in the next Office action. The objection to the drawings 
will not be held in abeyance. 

Claim Rejections - 35 USC §112 

7. The following is a quotation of the first paragraph of 35 U.S. C. 112: 

The specification shall contain a written description of the invention, and of the manner and process of 
making and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the 
art to which it pertains, or with which it is most nearly connected, to make and use the same and shall 
set forth the best mode contemplated by the inventor of carrying out his invention. 

8. Claim 50 is rejected under 35 U.S.C. 112, first paragraph, as failing to comply 
with the enablement requirement. The claim contains subject matter which was not 
described in the specification in such a way as to enable one skilled in the art to which it 
pertains, or with which it is most nearly connected, to make and/or use the invention. 
The claim recites "a predetermined time" which lacks antecedent basis in the 
specification. This leaves it ambiguous as to how a predetermined time is actually set 
for the power supply unit which would prevent a person of ordinary skill in the art from 
making and using the invention as claimed. 

9. Claims 42, 44, 46, and 48 are rejected under 35 U.S.C. 112, first paragraph, as 
failing to comply with the written description requirement. The claims contain subject 
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matter which was not described in the specification in such a way as to reasonably 
convey to one skilled in the relevant art that the inventors, at the time the application 
was filed, had possession of the claimed invention. The claims recite a "function type" 
which is not clearly defined in the specification, and thus the scope of the claims is not 
ascertainable by reference to the specification. 

1 0. The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

11. Claim 50 is rejected under 35 U.S.C. 112, second paragraph, as being vague 
and indefinite for failing to particularly point out and distinctly claim the subject matter 
which applicant regards as the invention. The recited phrase "a predetermined time" 
when read in light of the specification would not be understandable to one of ordinary 
skill in the art because there is no particular and distinct definition of this phrase and so 
it is unclear what limitations are part of the claimed invention. 

Claim Rejections - 35 USC §102 

12. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1 ) an application for patent, published under section 1 22(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351 (a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 
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1 3. Claims 28-31 , 33-34, 38-40, and 55-57 is rejected under 35 U.S.C. 1 02(e) as 
being anticipated by U.S. Patent No. 6,847,719 (hereinafter "Ballard"). 



As to claim 28, Ballard teaches a secret information setting device for generating 
secret information and setting secret information in a plurality of appliances (Fig. 1 and 
column 2, lines 48-62, where the plurality of computers is the plurality of appliances) in 
a system using shared secret information that allows the appliances to communicate 
over a network (Fig. 3, the secret information setting device being comprised of the "Key 
Management Module" and the "Receiver Module" operating on an appliance (as per 
column 4, lines 5-7)), the secret information setting device comprising: 

a generation instruction receiving unit that receives a secret information 
generation instruction from a user (Fig. 3 and column 4, lines 24-35, the "Send 
Configuration Module" of Fig. 3 being controlled by a user); 

a secret information generation unit that generates the secret information in 
response to the secret information generation instruction received with the generation 
instruction receiving unit (column 5, lines 5-11); 

a secret information storage unit that stores the secret information generated by 
the secret information generation unit (column 4, lines 31-35); and 

a secret information transfer unit that transfers the secret information stored in 
the secret information storage unit to the plurality of appliances (column 4, lines 52-54 
and column 1 line 61 to column 2, line 3, the encryption key (i.e. the secret information) 
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is also the decryption key so it is the data transferred from the key management module 
(i.e. secret information storage unit) and the receiver module (i.e. appliance)); and 

a secret information deleting unit that deletes the secret information stored in the 
secret information storage unit when a predetermined condition is satisfied (column 2, 
lines 23-28 and column 5, line 49 to column 6, line 4, in particular the top of page 6 
refers to the key management module destroying (i.e. deleting) decryption keys that are 
no longer permitted to be accessed by the receiver). 

As to claim 29, Ballard teaches wherein the secret information generation unit 
generates the secret information based on internal information managed inside the 
device (column 5, lines 16-20, the message identification code generated by the key 
management module being generated based on information inside of the device). 

As to claim 30, Ballard teaches further comprising: 

an external information receiving unit that receives external information that is 
externally input in order to generate the secret information (column 3, lines 53-57 and 
column 4, lines 24-31 , where the external information receiving unit is the keyboard, 
pointing/clicking device etc. and the sender is the user and thus external to the device); 

wherein the secret information generation unit generates the secret information 
based on the external information received by the external information receiving unit 
(column 4, lines 43-50). 
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As to claim 31 , Ballard teaches wherein the external information receiving unit is 
an input device, such as a keyboard or a pointing device for data input (column 3, lines 
53-57). 

As to claim 33, Ballard teaches wherein the secret information generation unit 
takes the external information received with the external information receiving unit as 
said secret information (column 4, lines 50-54, where the sender is the user (and thus 
external to the device) who generates the key which is used as the decryption key). 

As to claim 34, Ballard teaches wherein the secret information generation unit 
generates the secret information by arithmetically processing the external information 
received with the external information receiving unit (column 4, lines 43-50, when 
interpreted under the broadest reasonable interpretation by one skilled in the art 
"arithmetic... processing" comprises numerical computation and number theory which 
are inherent in the generation of cryptographic keys (i.e. secret information)). 

As to claim 38, Ballard teaches further comprising: 

a clock unit that measures the time that has elapsed after a predetermined time 
and outputs this clock information (column 5, lines 52-55, it is inherent that the computer 
hosting the key management module have a clock); and 

a time limit judgment unit that determines the integrity of the secret information 
stored in the secret information storage unit by comparing the clock information that is 
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output from the clock unit with judgment reference information (column 5, lines 49-55 
and line 67 to column 6, line 4, where the expiration date and time is the judgment 
reference information); 

wherein the secret information deleting unit deletes the secret information stored 
in the secret information storage unit based on a determination of the time limit 
judgment unit (column 5, lines 52-61 and line 67 to column 6, line 4). 

As to claim 55, Ballard teaches a secret information setting method for 
generating secret information and setting secret information in a plurality of appliances 
in a system using shared secret information that allows the appliances to communicate 
over a network (Fig. 3 and Fig. 4, the secret information setting device being comprised 
of the "Key Management Module" in Fig. 3 and the "Receiver Module" being an 
appliance), the secret information setting method comprising the steps of: 

receiving a secret information generation instruction from a user (Fig. 3 and 
column 4, lines 24-35, the "Send Configuration Module" of Fig. 3 being controlled by a 
user); 

generating the secret information in response to the received secret information 
generation instruction (column 5, lines 5-11); 

storing generated secret information in a secret information storage unit (column 
4, lines 31-35); 

transferring the secret information stored in the secret information storage unit to 
the plurality of appliances (column 4, lines 52-54 and column 1 line 61 to column 2, line 
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3, the encryption key (i.e. the secret information) is also the decryption key so it is the 
data transferred from the key management module (i.e. secret information storage unit) 
and the receiver module (i.e. appliance)); and 

deleting the secret information stored in the secret information storage unit when 
a predetermined condition is satisfied (column 2, lines 23-28 and column 5, line 49 to 
column 6, line 4, in particular the top of page 6 refers to the key management module 
destroying (i.e. deleting) decryption keys that are no longer permitted to be accessed by 
the receiver). 

As to claim 56, Ballard teaches a program (column 3, line 66 to column 4, line 3, 
in particular a "software module" is a program) for a secret information setting method 
for generating secret information and setting secret information in a plurality of 
appliances in a system using shared secret information that allows the appliances to 
communicate over a network, the program performing on a computer a secret 
information setting method comprising the steps of: (Fig. 3 and Fig. 4, the secret 
information setting device being comprised of the "Key Management Module" in Fig. 3 
and the "Receiver Module" being an appliance), the secret information setting method 
comprising the steps of: 

receiving a secret information generation instruction from a user (Fig. 3 and 
column 4, lines 24-35, the "Send Configuration Module" of Fig. 3 being controlled by a 
user); 
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generating the secret information in response to the received secret information 
generation instruction (column 5, lines 5-11); 

storing generated secret information in a secret information storage unit (column 
4, lines 31-35); 

transferring the secret information stored in the secret information storage unit to 
the plurality of appliances (column 4, lines 52-54 and column 1 line 61 to column 2, line 
3, the encryption key (i.e. the secret information) is also the decryption key so it is the 
data transferred from the key management module (i.e. secret information storage unit) 
and the receiver module (i.e. appliance)); and 

deleting the secret information stored in the secret information storage unit when 
a predetermined condition is satisfied (column 2, lines 23-28 and column 5, line 49 to 
column 6, line 4, in particular the top of page 6 refers to the key management module 
destroying (i.e. deleting) decryption keys that are no longer permitted to be accessed by 
the receiver). 

As to claim 57, Ballard teaches a computer-readable recording medium storing a 
program (column 3, line 66 to column 4, line 9, in particular it is inherent for software 
being hosted by a computer that the software be stored in the hard-disk or RAM of said 
computer) for a secret information setting method for generating secret information and 
setting secret information in a plurality of appliances in a system using shared secret 
information that allows those appliances to communicate over a network, (Fig. 3 and 
Fig. 4, the secret information setting device being comprised of the "Key Management 
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Module" in Fig. 3 and the "Receiver Module" being an appliance), the secret information 
setting method comprising the steps of: 

receiving a secret information generation instruction from a user (Fig. 3 and 
column 4, lines 24-35, the "Send Configuration Module" of Fig. 3 being controlled by a 
user); 

generating the secret information in response to the received secret information 
generation instruction (column 5, lines 5-11); 

storing generated secret information in a secret information storage unit (column 
4, lines 31-35); 

transferring the secret information stored in the secret information storage unit to 
the plurality of appliances (column 4, lines 52-54 and column 1 line 61 to column 2, line 
3, the encryption key (i.e. the secret information) is also the decryption key so it is the 
data transferred from the key management module (i.e. secret information storage unit) 
and the receiver module (i.e. appliance)); and 

deleting the secret information stored in the secret information storage unit when 
a predetermined condition is satisfied (column 2, lines 23-28 and column 5, line 49 to 
column 6, line 4, in particular the top of page 6 refers to the key management module 
destroying (i.e. deleting) decryption keys that are no longer permitted to be accessed by 
the receiver). 

Claim Rejections - 35 USC § 103 

14. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 
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(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

15. Claims 32 and 50 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Ballard in view of U.S. Patent Application Pub. No. US 2003/0074566 A1 
(hereinafter "Hypponen"). 

As to claim 32, Ballard teaches the secret information setting device according to 
claim 30, but does not specifically teach wherein the external information receiving unit 
is an image input device into which captured image information is input as the external 
information. 

However Hypponen teaches wherein the external information receiving unit is an 
image input device into which captured image information is input as the external 
information (page 2, column 1 , paragraphs 10 and 12, specifically the graphical 
representations and retina scan recognition involve captured image information). 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify Ballard to allow the external input to be 
captured image information as in Hypponen because this allows a wider range of key 
inputs than just textual (Hypponen, page 2, column 1 , paragraph 1 0). 

As to claim 50, Ballard teaches the secret information setting device according to 
claim 28, 
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further comprising a power supply unit that supplies power for a predetermined 
time to the secret information storage unit (column 3, lines 40-43, the secret information 
device being comprised of software that runs on a computer, and it is inherent that a 
computer use a power supply, e.g. a battery); but does not specifically teach wherein 
the secret information storage unit stores the secret information only as long as power is 
supplied to it from the power supply unit. 

However Hypponen teaches wherein the secret information storage unit stores 
the secret information only as long as power is supplied to it from the power supply unit 
(page 1 , column 2, paragraphs 5 and 6, where the passphrase is the secret 
information). 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify Ballard to only retain the secret 
information while the storage unit has power as in Hypponen because this increases the 
security of the secret information. 

16. Claims 35-37 and 49 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Ballard in view of U.S. Patent No. 6,385,655 (hereinafter "Smith et al."). 

As to claim 35, Ballard teaches the secret information setting device according to 
claim 28, but does not specifically teach wherein the secret information storage unit 
further stores the number of times that the secret information has been transferred to 
the outside; or 
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wherein the secret information transfer unit transfers the secret information to a 
number of appliances corresponding to the number of transfer times stored in the secret 
information storage unit. 

However, Smith et al. does teach wherein the secret information storage unit 
further stores the number of times that the secret information has been transferred to 
the outside (column 1 9, lines 1 -5, the total number of recipients being the number of 
times the secret information has been transferred, it is inherent that to be able to store 
the total number of recipients that this information must be stored); and 

wherein the secret information transfer unit transfers the secret information to a 
number of appliances corresponding to the number of transfer times stored in the secret 
information storage unit (column 5, lines 22-26 and 56-61 , in particular a set of recipient 
addresses (i.e. a number) and an Internet access appliance being an appliance and the 
recipient of the above referenced document). 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify Ballard to record the number of transfers 
as in Smith et al. because this allows greater accountability and control of the secret 
information. 

As to claim 36, Ballard teaches further comprising: a transfer time setting unit for 
setting the number of transfer times that the secret information is transferred to the 
outside; wherein the secret information storage unit stores the number of transfers set 
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by the transfer time setting unit (column 2, lines 23-24 and column 5, lines 55-60, the 
number of views being the number of transfers). 

As to claim 37, Ballard teaches wherein the secret information deleting unit 
deletes (column 2, lines 23-28 and column 5, line 49 to column 6, line 4, in particular the 
top of page 6 refers to the key management module destroying (i.e. deleting) decryption 
keys that are no longer permitted to be accessed by the receiver) the secret information 
stored in the secret information storage unit, if the secret information transfer unit has 
transferred the secret information to a number of appliances corresponding to the 
number of transfers stored in the secret information storage unit (column 5, lines 55-60). 

As to claim 49, Ballard teaches the secret information setting device according to 
claim 28, but does not specifically teach wherein: the secret information storage unit 
stores the number of appliances to which the secret information has been transferred by 
the secret information transfer unit; or 

the secret information setting device further comprises a transfer number display 
unit that displays the number of appliances stored in the secret information storage unit. 

However, Smith et al. does teach wherein: the secret information storage unit 
stores the number of appliances to which the secret information has been transferred by 
the secret information transfer unit (column 5, lines 22-26 and 56-61 , in particular a set 
of recipient addresses (i.e. a number) and an Internet access appliance being an 
appliance and the recipient of the above referenced document); and 
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the secret information setting device further comprises a transfer number display 
unit that displays the number of appliances stored in the secret information storage unit 
(column 1 9, lines 1 -5, the total number of recipients being the number of times the 
secret information has been transferred where the invoice report is the transfer number 
display unit). 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify Ballard to record and display the number 
of transfers as in Smith et al. because this allows greater accountability and control of 
the secret information. 

1 7. Claims 39 and 40 are rejected under 35 U.S.C. 1 03(a) as being unpatentable 
over Ballard in view of U.S. Patent No. 5,915,025 (hereinafter "Taguchi et al."). 

As to claim 39, Ballard teaches the secret information setting device according to 
claim 38, but does not specifically teach wherein the clock unit measures the time that 
has elapsed from the time when the secret information generation unit has generated 
the secret information. 

However, Taguchi et al. does teach wherein the clock unit measures the time 
that has elapsed from the time when the secret information generation unit has 
generated the secret information (column 14, lines 39-65, where the elapsed time 
column (i.e clock unit) measures the elapsed time from when the key (i.e. secret 



Application/Control Number: 10/566,681 Page 17 

Art Unit: 4148 

information) was last updated (i.e. generated) and comprises the judgment reference 
information). 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify Ballard to measure time elapsed from the 
generation of the secret information as in Taguchi et al. because this gives the key a 
limited lifetime and thus decreases the chance of the key being compromised. 

As to claim 40, Ballard teaches the secret information setting device according to 
claim 38, but does not specifically teach wherein the clock unit measures the time that 
has elapsed from the time when the secret information transfer unit has first transferred 
the secret information. 

However, Taguchi et al. teaches wherein the clock unit measures the time that 
has elapsed from the time when the secret information transfer unit has first transferred 
the secret information (column 14, lines 39-57, where the elapsed time column (i.e clock 
unit) measures the elapsed time from when the key (i.e. secret information) started to 
be used (i.e. first transferred), and comprises the judgment reference information). 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify Ballard to measure time elapsed from the 
first transfer of the secret information as in Taguchi et al. because this gives the key a 
limited lifetime and thus decreases the chance of the key being compromised. 
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18. Claims 41 -48 are rejected under 35 U.S.C. 1 03(a) as being unpatentable over 
Ballard in view of U.S. Patent No. 5,903,226 (hereinafter "Suman et al."). 

As to claim 41 , Ballard teaches the secret information setting device according to 
claim 40, but does not specifically teach wherein the time limit judgment unit determines 
an appliance type to which the secret information transfer unit transfers the secret 
information, and sets the judgment reference information based on that appliance type. 

However Suman et al. does teach wherein the time limit judgment unit 
determines an appliance type (column 5, lines 48-52, the garage door and light control 
being of different appliance types) to which the secret information transfer unit transfers 
the secret information, and sets the judgment reference information based on that 
appliance type (column 2, lines 57-64, the time the lights will be on being judgment 
reference information). 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify Ballard to determine appliance type and 
adjust the configuration correspondingly as in Suman et al. because this allows for a 
finer level of discrimination and thus more control of the secret information. 

As to claim 42, Ballard teaches the secret information setting device according to 
claim 40, but does not specifically teach wherein the time limit judgment unit determines 
a function type that is carried out using the secret information, and sets the judgment 
reference information based on that function type. 
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However Suman et al. does teach wherein the time limit judgment unit 
determines a function type (column 5, lines 48-52, the garage door and light control 
being of different appliance types) that is carried out using the secret information, and 
sets the judgment reference information based on that function type (column 2, lines 57- 
64, the time the lights will be on being judgment reference information). 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify Ballard to determine function type and 
adjust the configuration correspondingly as in Suman et al. because this allows for a 
finer level of discrimination and thus more control of the secret information. 

As to claim 43, Suman et al. teaches further comprising: 

a type value receiving unit receiving input of a type value representing the 

appliance type (column 5, lines 48-52, the garage door and light control being different 

appliance types); 

wherein the time limit judgment unit sets the judgment reference information 
based on the type value received with the type value receiving unit (column 2, lines 57- 
64, the time the lights will be on being the judgment reference information). 

As to claim 44, Suman et al. teaches further comprising: 

a type value receiving unit receiving input of a type value representing the 

function type (column 5, lines 48-52, opening the garage door and turning on and off the 

light being different function types); 
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wherein the time limit judgment unit sets the judgment reference information 
based on the type value received with the type value receiving unit, (column 2, lines 57- 
64, the time the lights will be on being the judgment reference information). 

As to claim 45, Suman et al. teaches wherein the judgment reference information 
is an upper time limit based on that type value (column 2, lines 57-64, the time the lights 
will be on being the judgment reference information). 

As to claim 46, Suman et al. teaches wherein the judgment reference information 
is an upper time limit based on that type value (column 2, lines 57-64, the time the lights 
will be on being the judgment reference information). 

As to claim 47, Suman et al. teaches further comprising: 

an extension instruction receiving unit that receives an instruction to extend the 
upper time limit (column 7, lines 61-66, the specific manner of turning the lights on 
manually being the extension instruction receiving unit); 

wherein the time limit judgment unit changes the judgment reference information 
in response to an extension instruction received with the extension instruction receiving 
unit, (column 7, line 61 to column 8, line 1, turning the lights on manually before the 
timer times out being the extension instruction serving to adjust the judgment reference 
information). 
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As to claim 48, Suman et al. teaches further comprising: 

an extension instruction receiving unit that receives an instruction to extend the 
upper time limit (column 7, lines 61-66, the specific manner of turning the lights on 
manually being the extension instruction receiving unit); 

wherein the time limit judgment unit changes the judgment reference information 
in response to an extension instruction received with the extension instruction receiving 
unit, (column 7, line 61 to column 8, line 1, turning the lights on manually before the 
timer times out being the extension instruction serving to adjust the judgment reference 
information). 

19. Claims 51 and 52 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Ballard in view of U.S. Patent Application Pub. No. US 2003/0044018 A1 
(hereinafter "Tomlinson"). 

As to claim 51 , Ballard teaches a communication system using shared secret 
information to allow a plurality of appliances to communicate over a network, the 
communication system comprising: 

a secret information setting device according to claim 28, but does not 
specifically teach the device not connected to the network; wherein the secret 
information setting device generates the secret information, and sets the secret 
information in the plurality of appliances without using the network. 



Application/Control Number: 10/566,681 Page 22 

Art Unit: 4148 

However Tomlinson teaches the device not connected to the network; wherein 
the secret information setting device generates the secret information, and sets the 
secret information in the plurality of appliances without using the network (page 2, 
column 2, paragraphs 27-28 and 41, specifically a dockable unit which physically 
connects with the computer (i.e. an appliance) via USB is not using the network). 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify Ballard to distribute the secret information 
without using the network as in Tomlinson because this enhances security by 
eliminating a possible avenue of compromising the secret information. 

As to claim 52, Tomlinson teaches wherein the secret information setting device 
is a portable device (page 2, column 2, paragraph 28). 

20. Claim 53 is rejected under 35 U.S.C. 103(a) as being unpatentable over Ballard 
in view of Tomlinson in further view of Hypponen. 

Ballard and Tomlinson teach the communication system according to claim 51, 
but do not specifically teach wherein the secret information setting device is a mobile 
phone terminal. 

However, Hypponen does teach wherein the secret information setting device is 
a mobile phone terminal (page 2, column 2, paragraph 26). 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify Ballard and Tomlinson to use a phone as 
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in Hypponen because this allows a relatively common device (i.e. a phone) to be used 
to increase the security of a home network (i.e. the appliances). 

21 . Claim 54 is rejected under 35 U.S.C. 103(a) as being unpatentable over Ballard 
in view of Tomlinson in further view of Suman et al. 

Ballard and Tomlinson teach the communication system according to claim 51, 
but do not specifically teach wherein the secret information setting device is a remote 
control for a home appliance. 

However, Suman et al. does teach wherein the secret information setting device 
is a remote control for a home appliance (column 1, lines 24-40, the remote control 
being capable of controlling a garage door, lights and other household appliances). 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify Ballard and Tomlinson to use a remote 
control as in Suman et al. because this allows a relatively common device (i.e. a remote 
control) to be used to increase the security of a home network (i.e. the appliances). 

Conclusion 

22. The following prior art made of record and not relied upon is cited to establish the 
level of skill in the applicant's art and those arts considered reasonably pertinent to 
applicant's disclosure. See MPEP 707.05(c). 

U.S. Patent No. 4,187,401 (Matsumoto) 
U.S. Patent No. 5,825,876 (Peterson, Jr.) 
U.S. Patent No. 5,892,900 (Ginter et al.) 
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U.S. Patent No. 5,943,422 (Van Wie et al.) 

Japanese Patent Application Pub. No. JP 2005136870 A (Aihara) 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to TRAVIS POGMORE whose telephone number is 
(571)270-7313. The examiner can normally be reached on Monday through Thursday 
between 7:30 a.m. and 5:00 p.m. eastern time. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Thomas Pham can be reached on 571-272-3689. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

a. P.I 

Examiner, Art Unit 4148 



/THOMAS K. PHAM/ 

Supervisory Patent Examiner, Art Unit 4148 



